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New Risk management guidelines for outsourced or offshore ICT arrangements
On 5 July 2013 the Attorney-General's Department published the Australian
Government Policy and Risk management guidelines for the storage and processing
of Australian Government information in outsourced or offshore ICT arrangements
(Policy and Risk management guidelines).
The Policy explains that for certain types of data, additional controls on the storage and
processing of Australian Government information in outsourced or offshore ICT
arrangements are required. For example, where an agency is considering storage or
processing of information defined as ‘personal information’ in the Privacy Act 1988 in
outsourced or offshore ICT arrangements, the agency is to seek agreement from its own
Minister, and from the Attorney-General, the minister responsible for privacy as well as
protective security in the Australian Government. Table 1 (attached) provides an overview of
the policy application.
The Risk management guidelines provide guidance to agencies that are considering storing
and processing Australian Government information in outsourced or offshore ICT
arrangements – for example, using cloud computing services. The Risk management
guidelines establish a whole-of-government approach to how different categories of
information are treated when considering offshore or outsourced ICT arrangements.
The Risk management guidelines apply to most agencies as they apply to all agencies that
implement the Protective Security Policy Framework (PSPF) and the Information Security
Manual (ISM).
The Risk management guidelines form part of the PSPF and were developed by the
Attorney-General's Department in consultation with the Australian Government Information
Management Office, the Department of Broadband, Communications and the Digital
Economy and the Australian Signals Directorate.
They are available through the PSPF website.
Why were Risk management guidelines developed?
Agencies have procured outsourced arrangements for storing and processing Australian
Government information for several years and are actively examining cloud computing
services for their possible efficiency, flexibility and lower costs.
The Risk management guidelines are intended to provide a consistent and structured
approach to undertaking a risk assessment when considering outsourced or offshore ICT
arrangements for Australian Government information. They are intended to assist
government decision makers to evaluate the benefits of the adoption of cloud computing

services and assist agencies to consider the contextual risks specific to their agency and
operating environment. The Risk management guidelines do not preclude the storage
offshore of Australian Government information or prevent the adoption of cloud computing
services by agencies.
What do the Risk management guidelines require?
Under the Risk management guidelines, agencies proposing that Australian Government
information be held in outsourced or offshore arrangements are to document that they have
calculated and accepted the associated security risks, where applicable, in accordance with
the Risk management guidelines.
The Risk Management Guidelines provide information and advice to agencies in conducting
this risk assessment process. Detailed guidance is provided on:
— the risk assessment framework
— establishing the strategic, organisational and security risk management contexts
— identifying, assessing and evaluating the risks
— finalising the risk assessment, including relevant approvals.
Agencies are not to enter into arrangements where the risk of outsourcing or storage
offshore of Australian Government information cannot be quantified due to insufficient
information or because the risks are too complex to be calculated.
More details for agencies on cloud computing policy and guidance are available on the
AGIMO website.
The Australian Government Cloud Computing Policy provides whole-of-government
direction to Australian Government agencies on their use of cloud computing services.
What should agencies do now?
Agencies considering adopting cloud computing or other outsourced or offshore
arrangements for their government information will need to comply with the Risk
management guidelines before entering into these arrangements. This will involve the
agency conducting a risk assessment in accordance with the Risk management guidelines.
AGS can assist agencies in undertaking risk assessments in accordance with the Risk
management guidelines. AGS is experienced in advising agencies on cloud computing and
outsourcing issues and developed the Negotiating the cloud – legal issues in cloud
computing agreements guide for AGIMO.
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